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Abstract
As the potential applications of artificial intelligence (AI) continue to expand, a central question 
remains unresolved: will users trust and adopt AI-powered technologies? Since AI’s promise 
closely hinges on the perceptions of its trustworthiness, how to guarantee the reliability and 
trustworthiness of AI plays a fundamental role in fostering its broad adoptions in practice. 
However, the theories, mathematical models, and methods in reliability engineering and risk 
management have not kept pace with the rapid technological progress in AI. As a result, the lack 
of essential components (e.g. reliability, trustworthiness) in the resultant models has emerged as 
a major roadblock to regulatory approval and widespread adoptions of AI-powered solutions in 
high-stakes decision environments, such as healthcare, aviation, finance, nuclear power plant, to 
name a few. To fully harness AI’s power for automating decision making in these safety-critical 
applications, it is essential to manage expectations for what AI can realistically deliver to build 
appropriate levels of trust. In this paper, we focus on functional reliability of AI systems in the 
regime of supervised learning and discuss the unique characteristics of AI systems that 
necessitate the development of specialized reliability engineering and risk management theories 
and methods to create functionally reliable AI systems. Next, we thoroughly review five 
prevalent engineering mechanisms in the existing literature for approaching functionally reliable 
and trustworthy AI, including uncertainty quantification (UQ) composed of model-based UQ 
and model-agnostic conformal prediction, failure prediction, learning with abstention, formal 
verification, and knowledge-enabled AI. Furthermore, we outline several research challenges 
and opportunities related to the development of reliability engineering and trustworthiness
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assurance methods for AI systems. Our research aims to deepen the understanding of reliability
and trustworthiness issues associated with AI systems, and spark researchers in the field of risk
and reliability engineering and beyond to contribute to this area of study with emerging
importance.

Keywords: deep learning, reliability engineering, risk management, trustworthy AI, AI systems

(Some figures may appear in colour only in the online journal)

1. Introduction

Artificial intelligence (AI), particularly deep learning, has
achieved extraordinary successes in profoundly transforming a
wide spectrum of fields ranging from machine translation and
object recognition to cancer diagnosis and prognostics as well
as health management [1–3]. In essence, the enormous bene-
fits enabled by AI are attributed to the powerful capability of
neural networks in automatically discovering representations
and patterns needed for detection or classification tasks by
learning from a large volume of natural data in its raw form [4].
In traditional machine learning (e.g. support vector machine,
decision tree), careful engineering and considerable domain
expertise is required to engineer handcrafted feature extractor
to convert raw data into appropriate feature representations
to be consumed by the machine learning model. The emer-
gence of deep learning has profoundly altered this situation in
that it frees users and developers from tedious and challenging
feature engineering task by eliminating the need of explicitly
programming the rules for feature engineering. The end-to-
end representation learning ability empowered by deep neural
network largely lowers the bar of applying machine learning,
reduces the effort of implementing data-driven solutions and
thus makes deep neural network a top pick in the context of
learning problems across a wide range of contexts.

While the end-to-end representation learning of deep neural
network undoubtedly gives rise to breakthroughs in tackling
a series of long-standing problems that are difficult to be
formally defined in mathematical terms (e.g. image classi-
fication, machine translation, video analytics), the hierarch-
ical nature of automatic representation learning in neural net-
work provides limited interface for human to participate and
intervene. Furthermore, these learned representations are hard
to be verified and analyzed. These shortcomings result in a
series of problems in the downstream decision-making activ-
ities, such as interpreting the reasoning mechanism, assessing
the reliability of AI model, analyzing the behavior of AI mod-
els, understanding the failure modes of AI model, and eval-
uating the adverse outcomes of AI models. These concerns
might not that matter in risk-free decision environments, such
as machine translation, face recognition, while the situation
is entirely different in safety-critical applications (e.g. power
grid, aviation, self-driving). A common characteristic shared
by high-stakes applications is their stringent operational con-
ditions and strict safety requirements with an extremely low
tolerance of errors caused by AI. In safety-critical applica-
tions like autonomous driving, a confidently wrong decision

from deep learning model can violate safety and reliability
standards, leading to catastrophic consequences and even fatal
accidents [5, 6]. In particular, the high-stakes applications tend
to prioritize safety over efficiency as the overriding criterion
to consider [7–9]. The lack of mature solutions to assure the
reliability and safety of AI-based solutions has significantly
hindered the potential of AI in these critical decision-making
environments [10–12]. As such, it renders a strikingly low rate
of translatingAImodels into practical solutions in high-impact
decision settings [13]. Take healthcare as an example. Only a
limited number of AI-based solutions have been approved by
pertinent regulatory agencies for use without human oversight,
andmost of the approved applications are restricted to low-risk
settings [14, 15].

On the surface, the inherent deficiencies in deep learning
escalate and manifest themselves as safety, reliability, and
trustworthiness-related issues. In fact, several recent studies
have made attempts to surface the limitations of deep learn-
ing models in various contexts [16]. For example, Nguyen
et al [17] found out that deep neural networks with state-of-
the-art performance could be easily fooled in that they clas-
sified many images that were completely unrecognizable to
humans with over 99% confidence as members of a recog-
nizable class (e.g. labeling with certainty that TV static is a
motorcycle). Majumder et al [18] revealed that production-
grade generative pre-trained transformer (GPT) model failed
to comply with strict safety performance guidelines in power
grid (e.g. voltage magnitude limits) and compromised the safe
operations of electrical grid if GPT was integrated into power
systems. Hager et al [19] found out that state-of-the-art large
language models (LLMs) exhibited poor adherence to well-
established diagnostic and treatment guidelines andwere sens-
itive to changes in prompts as well as the order of informa-
tion presented to the model, thus posing a serious risk to the
health of patients. Besides, LLMs are also criticized for gener-
ating overly confident yet factually nonsensical content known
as hallucinations in the literature [20, 21]. The hallucinations
have resulted in several failure cases of generative AI systems
as reported in the literature [22]. Last but not least, as deep
learning is built upon the independent and identically distrib-
uted (i.i.d.) foundation [23], the resultant AI model is limited
in its capability to handle inputs from a distribution differ-
ent than the training data. If an AI model is used to process
novel situations or corner cases it never encounters before (e.g.
out-of-distribution, OOD), the model is prone to generating
erroneous predictions because the inputs go beyond the scope
of the trained model. For example, a driver-less ride-hailing
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car from Baidu hit a pedestrian in Wuhan reportedly crossing
the street against the traffic light in China as the autonomous
driving software failed to handle this unconventional behavior
breaking traffic laws [24]. This accident clearly highlighted the
vulnerability and limitations of AI-based autonomous driving
software in managing unconventional real-world situations,
such as vehicles or pedestrians violating traffic laws.

The scenarios described above are just the tip of the ice-
berg of the pressing reliability and safety concerns surround-
ing AI. Since AI-enabled systems exhibit unique characterist-
ics distinct from conventional engineering systems (e.g. civil,
mechanical, electrical systems) that reliability modeling and
theories have been traditionally developed for, including large
number of model parameters, high-dimensional input space,
no clear definition over the feasible region of model inputs,
opaque reasoning mechanism, massive state space, existing
traditional reliability modeling theories and methods, such as
Bayesian network, fault tree, event tree, failure mode, effects
& criticality analysis, state space model, physics of failure, are
no longer applicable in the context of AI. Due to the expo-
nential growth of the state space over neurons and activation
functions in neural network, the traditional reliability engin-
eering methods fundamentally lose their applicability due in
part to poor scalability. Besides, the distinct characteristics of
AI necessitate the development of reliability engineering the-
ories and risk management methods designed specifically for
AI. To ensure responsible use and safe utilization of AI in
mission-critical applications, reliability engineering and risk
management are crucial in understanding and managing over
what AI can realistically achieve. Such studies are essential for
unlocking AI’s potential in an orderly, responsible, and con-
trolled manner.

In this paper, we are motivated to give an overview on
reliability engineering, risk management, and trustworthiness
assurance for AI systems and suggest possible avenues ahead
to move towards reliable, trustworthy, and controllable AI sys-
tems by equipping AI with layered protection against hetero-
geneous sources of risks. In our study, AI systems refer to the
core AI model along with its desired operational setting, we
focus on the functional reliability of its decision-making cap-
ability rather than encompassing hardware or the entire phys-
ical infrastructure it might be part of (like a robot). Towards
this end, this paper investigates several engineering measures
and strategies to ensure the functional reliability of AI systems
developed under the supervised learning paradigm during nor-
mal use. Formally, functional reliability refers to an AI sys-
tem’s ability to accurately perform its intended functions with
an acceptable level of reliability. Mathematically, a function-
ally reliable AI system can be defined as P(Q( f(X),Y) ∈ S)>
R, where f(X) represents AI system’s output for the input X,
Y denotes the desired or intended output, Q is a task-specific
function to evaluate the performance of AI system’s output in
the specified operation context, S is a set defining the range of
acceptable or satisfactory performance level, and R denotes
the reliability requirement for the fitted model f(X) specified
by end user (e.g. 0.99, 0.999). Note that X can be randomly
generated multiple times, we consider f (X) to be functionally

reliable only if the above reliability constraint is satisfied for all
realizations of X across all runs. Take an AI-enabled autonom-
ous vehicle as an example. When the vehicle makes a left
turn at an intersection, the AI-based driving system needs to
determine the appropriate turning angle and turning speed. In
this context, X denotes the current position of the vehicle in the
road and the sensed surrounding environment, including traffic
signal, pedestrian, obstacles, surrounding vehicles, road con-
ditions, etc. The function f (X) denotes the action (e.g. turn-
ing angle, driving speed) taken by the AI system to execute
the left turn while Y represents the optimal or reference action
that should be taken to perform the left turn safely and effi-
ciently in ideal conditions. If safety, measured by the distance
between obstacles and the vehicle, is our major concern in this
context, thenQ is a user-defined function to measure the min-
imum distance between surrounding objects and the vehicle,
and S is a set of acceptable range for the margin of safety. Note
thatQ could also encompass other performance aspects relev-
ant to making the left turn, such as the smoothness of the turn,
adherence to traffic rules, efficiency (time taken for the turn),
or passenger comfort. For the sake of simplicity, we suppose
Q is one-dimensional function focused solely on measuring
the safety margin. In this context, the AI-based driving system
is considered reliable for executing the left turn if it meets the
margin of safety requirement specified by S with a probability
of at least R.

Since this paper centers on the functional reliability of
AI systems under normal use, research topics such as data
privacy, ethical concerns, evasion, model poisoning, and
adversarial attack are beyond the scope of this paper. In this
paper, we review five major technical methods for approach-
ing reliable and trustworthy AI, including uncertainty quan-
tification (UQ), failure prediction, learning with abstention,
formal verification, and knowledge-enabled AI. Note that our
review of this topic and its subtopics is not exhaustive, as each
subtopic is extensive enough to warrant its own independent
review paper. The rest of this paper is organized as follows.
In section 2, we define reliability engineering in the context
of AI systems and elucidate several unique characteristics of
risks associated with AI that cannot be identified and man-
aged with the conventional reliability engineering and risk
management methods. In section 3, we review several com-
monly adopted strategies in the extant literature for reliability
engineering, trustworthiness assurance, and risk management
of AI models in the open world. In section 4, we summarize
the research challenges and opportunities in reliability engin-
eering and trustworthiness assurance of AI. In section 5, we
end this paper with concluding remarks and future research
directions.

2. Reliability engineering, risk management and
trustworthiness assurance for AI systems

According to Wikipedia, reliability is defined as ‘the
probability that a product, system, or service will perform its
intended function adequately for a specified period of time, or
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Figure 1. Overview of functional reliability of AI systems. At a high level, the functional reliability of AI systems faces two major sources
of risks: data-related risk and model-related risks.

will operate in a defined environment without failure’ [25, 26].
Analogously, in the context of AI systems, functional reliab-
ility is concerned with the overall response correctness of AI
systems under the conditions of expected use and the assur-
ance of AI system in performing its intended functions reli-
ably. Since environment is an essential element in shaping the
reliability of AI systems, reliability engineering of AI needs
to be defined from two aspects: operation environment and
model. Figure 1 provides an overview on the functional reliab-
ility of AI systems. At a high-level, the functional reliability of
AI systems faces two major sources of risks: data-related risks
(or environment) and model-related risks. Thus, it is import-
ant to ensure that AI is operated under a valid environment in
the sense that the inputs to the model fall within the scope of
the trained AI model. It is well-known that modern machine
learning systems behave unreliably and underperforms when
encountering novel data [27–30], and this poses a significant
safety risk to ML-enabled services in high-stakes environ-
ments, such as healthcare, aviation, robots. On the other hand,
even if the input data is within the scope of the trained AI
model, AI model might still make mistakes in certain cases
due to other reasons [31, 32], such as epistemic uncertainty
arising from the lack of knowledge, learning of spurious cor-
relations for reasoning, sample selection bias, etc. Thus, it is
important to investigate how to understand the failure modes
and pathological behavior of AI systems in producing erro-
neous predictions, and develop effective measures to detect
prediction failures of AI systems in advance for preventing
them from causing adverse outcomes [33]. Failure mode and
effects analysis (FMEA) on AI will deepen our understanding

on the limitations of the underlying system and their effects on
the downstream engineering systems of interest, thus inspir-
ing the development of reliability assurance strategies, such as
fallback. As the focus of this paper is on reliability engineer-
ing and trustworthiness assurance of AI systems under normal
use, issues on data privacy, ethical problems, and adversarial
attack of AI are beyond the scope of this paper.

On the input data side, how to guarantee that the input
fed into deep learning model falls within the scope of the
trained model is a prerequisite to create functionally reli-
able AI systems. In particular, as deep learning is built upon
the i.i.d. foundation [34], the resulting model is limited in
its capability to handle inputs from a distribution dissim-
ilar with the training data. The unknown situations arising
from the model input pose substantial risks and might lead
the model to generate misleading predictions. For example,
if an image of bear is fed into a neural network trained for
classifying dog vs cat, no matter the model labels the image
as dog or cat, the conclusion is always wrong as the input
goes beyond what the model is trained for. The aforemen-
tioned example is known as OOD in the context of deep
learning [23, 35]. Since we have no control over what is fed
into the trained model after its deployment, it is essential to
develop safety guardrails to filter out input data breaking the
i.i.d. condition. In addition to OOD, dataset shift between the
model development and deployment environment, the differ-
ence in data acquisition device and techniques, population
demographics, etc, also pose a threat to the functional reliab-
ility of AI systems [36]. Note that distributional shift is funda-
mentally different fromOOD.Distributional shift occurs when
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the statistical properties of the input data change between the
training phase and the deployment phase. As a result, the data
distribution the model encounters during deployment is dif-
ferent from the distribution the model is trained upon. In con-
trast, OOD data arises from a different domain or category that
the model has not previously encountered. As the OOD data
lies outside the support of the training data distribution, the
model has not learned to recognize or process such data dur-
ing training. Formally, distribution shift can be mathematic-
ally represented as P(Xproduction,Yproduction) ̸= P(Xtrain,Ytrain),
while OOD data is modeled as P(Ytrain ∩YOOD) = ∅, where
P(Xproduction,Yproduction) denotes the underlying distribution
governing the observed production data after model deploy-
ment and YOOD denotes the distribution of target class for
OOD data. Since the failures caused by OOD data and dataset
shift are difficult to anticipate, a series of studies have wit-
nessed a lot of progress on the detection of OOD and dataset
shift at runtime [23, 37, 38]. Despite the rapid progress, there
is still no mature solution to provide a formal theoretical guar-
antee on creating a safe and reliable environment for AI model
to operate and deliver the promised outcome.

In addition to the risk posed by the model inputs, deep
learningmodel also struggles with learning the right represent-
ations for inference, reasoning, and decision making. Several
state-of-the-art studies have shown that deep learning tends
to learn associations and biases rather than stable cause-effect
relationships from the development data [39, 40]. Some asso-
ciations learned by deep neural network are unstable and do
not make any sense in reality. For example, Ribeiro et al [39]
designed a dataset that all pictures of wolves had snow in the
background, while pictures of huskies did not, used the data-
set to train a logistic regression classifier, and found out that
the resultant classifier predicted ‘Wolf’ if there was snow in
the picture, and ‘Husky’ otherwise, regardless of the animal
color, position, pose. Rather than learning the inherent dif-
ference between ‘Wolf’ and ‘Husky’, the trained AI model
relied on spurious associations to arrive at decisions in the
classification task. In this regard, large-language models (i.e.
ChatGPT, Gemini) are no exception as they exhibit a tendency
to generate overly confident yet factually nonsensical content,
known as hallucinations in the literature [20, 21]. Such beha-
vior arises from the learning of unreasonable associations and
correlations from the raw data. These learned spurious asso-
ciations and correlations inevitably increase the vulnerability
of resultant AI models, and is detrimental to the reliability,
stability, and generalization of AI systems in performance.
In particular, the vulnerable learning paradigm could lead to
catastrophic outcomes in high-stakes decision-making envir-
onments. Unfortunately, we still do not have well-established
mechanisms to detect when the underlying AI model learns
what kind of spurious correlations, understand the propaga-
tion of the learned spurious associations through the environ-
ment that AI is deployed in, and analyze the impact of these
learned unstable relationships on the downstream decision-
making activities.

The learned spurious relationships also increase the com-
plexity of model performance diagnosis in neural network.

That is, if AI models malfunction or generate erroneous pre-
dictions, how should we revise them such that they do not
commit the same error repeatedly. This question is intricate
in nature as we do not know how to attribute the erroneous
behavior of neural network to the neurons and which of the
billions of parameters need tweaking when the models make a
mistake. In this regard, it is also important to highlight the dif-
ference in model update between traditional software systems
and AI-enabled software/systems. In traditional software sys-
tems, as the logic of the software is explicitly programmed,
developers can identify and fix the bug in the software with
the help of troubleshooting tools, make corresponding changes
in the source code, and observe how the updated software
changes the performance of the software. In contrast, in the
era of AI, these debugging tools fundamentally fail to work
as they are incapable of debugging the behavior of AI mod-
els as there is no explicit rules and functions to define how
AI behaves. In particular, as the behavior of AI model is a
complex function of training data, model architecture, training
method (e.g. optimization algorithm, hyperparameter tuning),
and deployment environment, these elements, individually and
collectively, play a crucial role in affecting the behavior of AI
systems. In certain cases, although AI models can be retrained
to fix their errors, retraining is unfortunately expensive and
time-consuming, and adjusting all of the model’s billions of
parameters to fix a particular error would also be overkill. The
opaque reasoning process of neural networks further complic-
ates the troubleshooting of neural network model behavior.
Specifically, there is still no well-established approach to edit
neural network in a way that is not as computationally expens-
ive as model retraining.

Even if we factor out the spurious associations and biases
from raw data learned by the neural network, a well-trained
AI model is not omnipotent as the model might still have high
uncertainty about some edge in-distribution cases because it
never encounters such cases in the training data. As it is
impossible to build training data that encompasses all possible
scenarios, the trained AI model will inevitably encounter edge
cases after its deployment. For example, if we train a classifier
for discriminating digits (e.g. 0, 1, 2, etc), the trained model
might be uncertain if it is used to classify an ambiguous image
with a number that is generated by mixing the images of 2
and 3 together. In such cases, to play safe, we hope that the
model prediction is accompanied by a high epistemic uncer-
tainty, where the estimated uncertainty serves as an effective
communication channel to alert us about the unusual nature of
the input data.

The preceding paragraphs elucidate the concept of reliab-
ility engineering, risk management and trustworthiness assur-
ance for AI systems, and underscores the key difference in the
reliability engineering between AI systems and other conven-
tional engineering disciplines. As the potential applications of
AI continue to expand in breadth and depth, how tomanage the
risks posed by AI itself as well as its integration into various
safety-critical systems (e.g. power grid, autonomous driving,
medical diagnosis) and ensure that AI delivers the outcome
promised remain a central issue to be tackled. In particular,
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how to manage the inherent risks in AI systems responsibly
and ensure that AI complies with existing industrial standards
and strict performance requirements ofmission-critical applic-
ations with a correctness of response guarantee has become an
imperative issue to be addressed. To harness the power of deep
learning in these high-stakes decision settings, it is important
to assure the reliability of the underlying system by managing
for what AI can realistically deliver. To this end, traditional
reliability engineering theory, modeling methods, fault dia-
gnosis approaches, reliability optimization algorithms, such as
Bayesian network, fault tree, event tree, FMEA, lag far behind
and struggle to keep pace with the rapid development of AI.
They are fundamentally inadequate for analyzing the com-
plex behavior of neural networks, performing attribution, and
updating AI systems due to the massive number of parameters
and exponential growth of state space, complex structure of
neural networks, and intricate interactions among neural net-
work components. The unique characteristics of AI systems
necessitate the development of scalable reliability engineering
theories and risk management approaches specifically tailored
to AI. Hence, this paper aims to draw the attention of reliability
engineers and researchers to this critical research area, share
some of our initial thoughts and ideas, and encourage contri-
butions to the advancement of reliability engineering theories
and practical methods in the context of AI, ultimately fostering
the creation of safe, reliable, and trustworthy AI systems.

3. Potential avenues ahead

In this section, we review several prevalent solutions in the lit-
erature to construct guardrails for safeguarding AI’s adoptions
in high-stakes decision settings. These solutions represent the
current state-of-the-art literature for approaching reliable and
trustworthy AI systems. Figure 2 provides a high-level over-
view of existing methods for assuring the functional reliabil-
ity of AI systems, including UQ, failure prediction, learning
with abstention, formal verification of neural networks, and
knowledge-enabled AI.

3.1. UQ

As mentioned earlier, since AI is not omnipotent, it is not only
important to let neural network learn what it knows, but also let
neural network learn what it does not know. Rather than rely-
ing on misleading predictions produced by neural networks,
we should let neural network abstain when it is not confident
about its predictions. Neural networks developed under such
learning paradigm are allowed to abstainwhenever they are not
sufficiently confident in their predictions. In this section, we
review several state-of-the-art methods for adding a layered
protection through UQ.

3.1.1. Model-based UQ. Prediction of neural network,
without a measure of their veracity, do not provide the neces-
sary trust needed to make decisions in critical applications.
To build the trust, UQ extends the traditional discipline of

statistical error analysis to capture uncertainties due to noisy
data, missing and undetected dependencies, overlooked exo-
genous factors, model parameter uncertainty, and the dis-
crepancy between model forms and modeling strategies [7].
By accounting for these diverse sources of uncertainties, UQ
provides a unified approach to provide quantitative insights
beyond what a deterministic model could offer. Essentially,
the estimated uncertainty serves as a communication channel
for the model to express what it does not know.

In the context of neural networks, we exploit UQ to explore
and understand their limitations. By utilizing the quantified
uncertainty, we determine when to trust the predictions made
by neural network, when to hand the decisions over to domain
experts for further examination. In UQ, we associate each
deterministic prediction with an uncertainty estimation (e.g.
standard deviation) via the development of probabilistic deep
learning models. Unlike traditional neural network, probab-
ilistic neural network is oftentimes modeled in a Bayesian
fashion to quantify the parameter and structure uncertainty
of neural network [41, 42]. In the Bayesian context, neural
network parameters (e.g. weights, bias) are assumed to fol-
low some predefined probability distributions (e.g. Gaussian
distribution) rather than deterministic values, these assumed
prior distributions are then combinedwith training data to infer
posterior distributions of neural network parameters. After the
full posterior distributions of neural network parameters are
derived, the predictive distribution on an unseen data point can
be obtained by integrating over the posterior distributions of
neural network parameters.

Given the large number of parameters in the neural net-
work, a variety of approximation methods, such as Laplace
approximation [43], Markov chain Monte Carlo (MC) [44],
variational Bayesian methods [45–47], have been developed
to replace exact Bayesian inference for reducing the computa-
tional burden. Unfortunately, thesemethods require significant
modifications to the training procedure of neural network and
suffers from prohibitive computational cost and poor scalab-
ility. To tackle this computational challenge, a series of meth-
ods have been developed to make Bayesian inference scal-
able in neural network. For example, Gal and Ghahramani [48]
developed MC dropout to approximate Bayesian inference in
a particular setup, where the variational posterior of neural
network weights was a Bernoulli mixture of two independent
Gaussians of fixed covariance in MC dropout. Subsequently,
they extended MC dropout to convolutional neural network
and recurrent neural network for uncertainty estimation [49,
50]. Lakshminarayanan [51] addressed the issue of computa-
tional efficiency from the perspective of distributed computa-
tion by developing a simple and scalable approach for quan-
tifying both aleatory and epistemic uncertainty in neural net-
works based on ensembles of neural networks. This method
was the first to evaluate the quality of predictive uncertainty
on the large-scale ImageNet dataset.

Recent efforts for estimating the predictive uncertainty of
neural networks have shifted towards deterministic uncertainty
estimation (DUE) methods. Distinct from MC dropout and
deep ensemble, DUE is featured by its single forward pass
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characteristic for uncertainty estimation. Spectral-normalized
Neural Gaussian Process (SNGP) [37], DUE [52] and determ-
inistic UQ [53] are among the representative methods in this
class of UQ methods. These DUE methods are featured by the
seamless integration of distance-preserving feature extractor
powered by neural network and efficient approximations to
GP (e.g. random Fourier features-approximated GP, inducing
points-based sparse GP) in an end-to-end trainable manner. In
doing so, the resultant model exploits neural network’s power-
ful representation learning capability to extend the applica-
tion scope of GP to high-dimensional problems, while it also
resembles GP’s principled uncertainty estimation behavior in
distance awareness.

Regardless of the specific UQ methodology or uncertainty
measure (i.e. maximum class probability (MCP), entropy,
standard deviation), the quantified uncertainty serves to dif-
ferentiate between high-confidence and low-confidence model
predictions after an uncertainty threshold is specified [23, 54,
55]. Low-confidence predictions are expected to be correl-
ated with high prediction uncertainty and vice versa. Typically,
the uncertainty estimate is expected to objectively convey
the degree of confidence in the correctness of model predic-
tions, and this is particularly important to high-stakes decision
environments [7, 56, 57]. Established on this logic, UQ has
been extensively utilized in the literature to detect distribu-
tion shift and OOD data. Reliable detection of instances break-
ing the i.i.d. condition, upon which machine learning is foun-
ded, is crucial for the safe and responsible deployment of AI
in practice [58–61]. For example, Sensoy et al [62] tackled
the uncertainty estimation problem of neural network from
an evidence theory perspective, and designed a neural net-
work to express its multinomial opinions on the classification
of a given sample as a Dirichlet distribution, thereby equip-
ping neural network with the ability to say ‘I do not know.’;
Ovadia et al [63] used a large-scale dataset to assess the quality
of uncertainty estimates of several state-of-the-art UQ meth-
ods on classification problems under dataset shift. They found
out that post-hoc calibration only gave good results in i.i.d.
regimes, but failed under even a mild shift in the input data;
Linmans et al [64] compared the uncertainty estimate of pre-
valent UQ methods on both in-distribution and realistic near
and far OOD data on on large-scale digital pathology datasets
and showed that uncertainty estimates could be used to dis-
criminate in-distribution from OOD data with high area under
the curve scores. Zhu et al [65] revealed that most confidence
estimation methods were harmful for detecting misclassifica-
tion errors and proposed to enlarge the confidence gap between
in-distribution and OOD data by searching for flat minima.
In doing so, the proposed optimization approach leveraged
confidence-based uncertainty estimate to yield state-of-the-
art failure prediction performance under a variety of settings
including balanced, long-tailed, and covariate-shift classifica-
tion scenarios. Corbière [66] proposed learning the true class
probability (TCP) as an alternative to the MCP-based uncer-
tainty measure to better represent model confidence in fail-
ure predictions. Recently, Mucsányi et al [67] presented the
first systematic study on the disentanglement of uncertainty

estimate and underscored the importance of developing task-
centric and disentangled uncertainty estimators.

3.1.2. Conformal prediction. Conformal prediction is a
distribution-free, model-diagnostic UQ approach that gen-
erates statistically valid prediction regions to support reli-
able prediction-powered inference with any machine learning
model [68–70]. Conformal prediction typically functions as a
separate post-hoc processing step to convert machine learn-
ing model predictions into valid prediction bands containing
the true class with a user-specified coverage. In the literature,
most conformal prediction methods adopt the split conformal
prediction setting [71], where a held-out set is used to calib-
rate the model prediction and assess its level of confidence and
limitations. Generally, we can categorize conformal prediction
methods into three main streams.

Conformal prediction under data exchangeability:
Conformal prediction is a framework for constructing pre-
diction sets that provide finite-sample marginal coverage
guarantees under the condition of data exchangeability [72].
Figure 4 illustrates the basic steps of conformal prediction in
generating statistically valid prediction sets in the context of
classification problems. Procedurally, let α ∈ (0,1) denote the
rate that a given ML model is permitted to commit the error,
the goal of conformal prediction is to create a prediction band
C such that for any new exchangeable pair (xn+1,yn+1)∼ P ,
such that P(yn+1 ∈ C(xn+1))⩾ 1−α always holds, where the
probability is over all of our data (xi,yi ) , i = 1, · · · ,n+ 1
and (xi,yi ) , i = 1, · · · ,n denote the data used to train the ML
model. To establish this guarantee, we need to rely on a calib-
ration set for defining a non-conformity score function s(x,y)
to measure the strangeness of the data point. A larger s(x,y)
indicates the data point (x,y) deviates from the trend that the
model has learned from the training data [73]. For example,
given a fitted model f, in the case of classification problems,
a conformity score can be defined as s(x,y) = f(x)y, where
f(x)y denotes the probability of the fitted model f(x) in assign-
ing the right class y to the input x; in the case of regression
problems, residual score [74], defined as s(x,y) = |y− f(x) |,
is commonly used for quantifying the degree of nonconform-
ity. A high residual value indicates that (x,y) does not align
well with the behavior of the model trained upon the avail-
able data. Next, we calibrate the model prediction based
on the non-conformity score s(x,y) and employ the 1−α
quantile of the nonconformity score over a calibration set as
the threshold to create the prediction band C. Figure 3 illus-
trates the basic steps of conformal prediction in converting
point predictions produced by a polynomial model trained for
a 1D regression problem into valid prediction intervals given
a target coverage of 90%. Out of the 100 testing samples,
the actual values of 92 samples fall within the prediction
intervals constructed by conformal prediction. As a result,
the prediction intervals constructed by conformal prediction
are statistically valid as it successfully achieves the target
coverage.
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Figure 3. Demonstration of conformal prediction on top of a machine learning model fitted with polynomial regression over a 1D problem.
(1) Training data: 400 samples are randomly generated from Y= sin(X)+ ϵ, where X∼ U [0,10] and ϵ∼N (0,0.52). (2) Point prediction:
Polynomial regression f (x) with a degree of 4 is used to fit the 400 training points. The trained model is then used to make predictions on the
100 samples in the calibration set {(xj,yj)}j=100

j=1 . (3) Nonconformity score: we derive the nonconformity score s(x,y) = |y− f(x)| for each
sample in the calibration set. Given the miscoverage rate of α= 0.1, we compute 1−α quantile of the nonconformity score over the
calibration set denoted by q̂. (4) Prediction interval construction: The point prediction f (x) (blue line) for 100 randomly generated testing
points are converted into valid prediction intervals (shaded light blue) [f(x)− q̂, f(x)+ q̂] by conformal prediction.

Formally, the performance of a conformal predictor is often
evaluated using two indicators: statistical validity and the aver-
age set size (or width of prediction interval). Ideally, we prefer
the set size (or width of prediction interval) of a conformal
predictor to be as narrow as possible while achieving the tar-
get coverage. As conformal prediction guarantees the model
coverage under data exchangeability, a lot of studies have con-
centrated on minimizing the average set size of conformal pre-
dictor. For example, Romano et al [75] introduced a conform-
ality score to construct adaptive prediction sets for multi-class
classification problems that enjoy provable finite-sample cov-
erage by regularizing the non-conformity score to avoid unre-
liable probability in the tail. Later, Angelopoulos et al [76]
proposed to regularize the small scores of unlikely classes
after Platt scaling to generate smaller set size that contain
the ground truth label with a formal finite-sample coverage
guarantee.

Conformal risk control under data exchangeability:
Conformal prediction has been extended to conformal risk
control [77], where the loss is not limited to miscoverage
but can incorporate any non-increasing, arbitrary loss func-
tion, such as error rate, false positive rate. In addition, Bates
et al [78] developed PAC-conformal risk control to provide
high-probability control with monotonic loss across any action
space. Angelopoulos et al [79] further extended this approach
to create machine learning models with finite-sample stat-
istical guarantee for any non-monotonic loss function for
any (unknown) data-generating distribution. All these meth-
ods operate under the data exchangeability assumption while
extending conformal prediction to account for different types
of loss beyond just coverage.

Non-exchangeable, conditional coverage, and other exten-
sions: Recently, conformal prediction has been adapted to
scenarios where the data exchangeability assumption does not
hold [80]. This is particularly relevant for predictive mod-
els deployed in practical applications where data distribu-
tions vary over time. Established upon conformal risk control,

Farinhas et al [81] adapted it for non-exchangeable data condi-
tions. Some other notable variants focus on creating machine
learning models satisfying conditional coverage. For example,
Vovk [82] stated that it is impossible to achieve exact condi-
tional coverage universally in finite samples. Therefore, most
recent research concentrate on marginal coverage across a set
of test points by relaxing the notions of conditional cover-
age. Notably, [83–85] explored the relationships between con-
formal prediction, group-wise coverage, and batch multi-valid
coverage. For example, Jung et al [85] defined a spectrum
of problems interpolating between marginal and conditional
validity to address the gap between marginal and conditional
coverage. Furthermore, Blot et al [86] extended conformal risk
control to autonomously adapt models to the challenging test
samples. Many other tasks in conformal prediction, such as
class-condition methods [87], credal set prediction [88], and
LLM factual guarantees [89], have also been actively invest-
igated in recent years.

Table 1 compares the UQ methods reviewed earlier in
this section from several dimensions, including the effort for
recasting a deterministic neural network into the probabilistic
counterpart, computational scalability in training uncertainty-
aware models, computational efficiency for UQ at infer-
ence, statistical validity of uncertainty estimate, etc. From the
quantitative comparisons in table 1, we make several inter-
esting findings. First, traditional Bayesian inference meth-
ods, such as MCMC, variational inference, incur sophistic-
ated modifications to the deterministic neural network and
suffer from poor scalability when training uncertainty-aware
models. Unlike the conventional Bayesian inference meth-
ods, MC dropout and deep ensemble are model-agnostic and
provide significantly better scalability in training probabilistic
models. However, the uncertainty estimate by MC dropout
and deep ensemble is not statistically meaningful. Although
calibration could enhance the statistical significance of the
quantified uncertainty, it provides no guarantee on the stat-
istical validity of the uncertainty estimate. Conformal predic-
tion, on the other hand, holds significant potential for cre-
ating reliable and trustworthy AI, as it inherently provides
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Figure 4. Procedures of conformal prediction in the context of K-class classification problem.

statistically valid uncertainty estimates without the need of
calibration. However, the validity of conformal prediction is
contingent upon data exchangeability while conformal predic-
tion itself lacks the ability to detect data severely violating the
condition of data exchangeability, such as OOD data. In this
context, distance-aware uncertainty estimate, such as SNGP,
demonstrates a desirable capability in distinguishing between
in-distribution and OOD data.

3.2. Failure prediction

UQ measures the confidence of model prediction by devel-
oping a probabilistic counterpart to the deterministic neural
network. The built-in uncertainty estimate of the probabil-
istic model is then used to distinguish low-confidence vs high-
confidence predictions. Unlike UQ, two separate models are
developed in failure predictions: a base model and a meta
model [90]. The base model is trained to perform certain clas-
sification or regression task, while the meta model is trained
to estimate the confidence of the base model in failing/suc-
ceeding at the task. At a high level, the trained meta model
serves as an ‘observer’ on top of an existing base model and
it employs the estimated confidence to detect the prediction
failures of the base model. Theoretically, the idea of failure
prediction is analogous to the concept of stacked generaliz-
ation [91]. Empirically, Blatz et al [92] showed that training

a separate model achieved better performance in confidence
estimation than solely relying on the original base model. In
failure predictions, the base model and the meta model typ-
ically share the same feature representations derived from the
encoder of the base model.

In the literature, a series of approaches have been developed
to leverage the concept of failure prediction for creating reli-
able AI systems. For example, Corbière et al [66, 93] pro-
posed using TCP (e.g. probability of the trained classifier in
labeling x as the correct class y) rather than the MCP as a tar-
get criterion for representing model confidence and developed
an auxiliary model to learn TCP based on the feature repres-
entations extracted from the base model for failure predic-
tions. Tsiligkaridis [94, 95] utilized uncertainty-aware deep
Dirichlet neural networks to separate the confidence of cor-
rect and incorrect predictions and used TCP for identifying
overconfident but incorrect model predictions. Adomavicius
and Wang [30] proposed using the estimated absolute pre-
diction error as the indicator of individual prediction reliab-
ility and recast the reliability estimation of individual predic-
tions as a canonical numeric prediction problem. Following
this idea, Zhang and Bose [29] defined the reliability of a ML
model with respect to its individual prediction as the prob-
ability of the observed difference between the prediction of
ML model and the actual observation falling within a small
interval when the input varies within a small range subject to
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Table 1. Quantitative comparisons of UQ methods for deep neural networks.

Method MCMC
Variational
inference

Monte Carlo
dropout Deep ensemble SNGP

Conformal
prediction

Changes to the
deterministic neural
network for UQ

High High Low Low Medium None

Scalability in model
training for UQ

Low Low High Medium High Not applicable

Is the uncertainty
estimate statistically
meaningful?

8 8 8 8 8 3

Need calibration after
UQ?

3 3 3 3 3 8

Validity of UQ
guaranteed after
calibration?

8 8 8 8 8 3

Computational
efficiency for UQ at
inference stage

Low Low Medium Medium High High

Distance-aware
uncertainty estimate?

8 8 8 8 3 8

Model agnostic? 8 8 3 3 3 3

Performance in OOD
detection

Low Low Low Medium High None

Discrimination power of
uncertainty-based
confidence

Low Low Low Medium Medium High

a preset distance constraint. Based upon this definition, they
developed a two-stage ML-based framework to directly learn
the relationship between the input and the corresponding reli-
ability estimate, thus providing an essential layer of safety net
for adopting ML models in risk-sensitive environments.

In addition to the aforementioned methods, recent stud-
ies have started to investigate the learning algorithm and
training data for developing more accurate model for fail-
ure prediction. In this regard, the research group from the
National Laboratory of Pattern Recognition at the Chinese
Academy of Sciences has made seminal contributions [100].
For example, Zhu et al [65, 96] revealed that prevailing con-
fidence calibration methods often resulted in poor discrim-
ination between the confidence of correct and incorrect pre-
dictions and were not practically useful for deciding whether
to trust a prediction or not. To address this problem, they
developed flat minima for increasing the discrimination power
of the estimated confidence. Since the misclassification of
neural network is a low-probability event, Zhu et al [97]
mixed in-distribution data with outlier data to create syn-
thetic samples and associated these synthetically generated
samples with soft labels to increase the confidence separab-
ility between correctly classified and misclassified samples.

Later, Zhu et al [101] developed a unified framework to per-
form OOD and misclassification detection simultaneously and
leveraged sequence learning to fine-tune any given model
through reliable weight consolidation and weight space inter-
polation for reliable misclassification and OOD detection.
Grabinski et al [102] performed an extensive study on the con-
fidence estimate of adversarially trained robust models in the
literature and found out that non-robust models were over-
confident with their false predictions. Interestingly, Rabanser
et al [98] developed the first framework for failure predictions
from the perspective of neural network training dynamics and
used the disagreement of intermediate models with the final
predicted label obtained during model training to signal the
failure predictions of neural network. Liu et al [99] invest-
igated the underlying mechanisms of hallucination in vision-
language models (VLM) and attributed hallucination of VLM
in part to the sensitivity of text encoders to vision inputs.
To fix this, they developed visual and textual intervention to
reduce VLM hallucinations by steering latent space represent-
ations during inference to enhance the stability of vision fea-
tures. Recently, Zhang et al [103] conducted a comprehensive
review of learning to reject, highlighting failure prediction as
an important approach to implementing this idea.
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Table 2. Comparisons of failure prediction methods for deep neural networks.

Literature Method Focused aspect Mechanism

Corbière et al [66, 93] Meta model for TCP prediction Confidence measure for failure
prediction

Confidence-based failure/success
discrimination

Tsiligkaridis [94, 95] Information-robust Dirichlet
(IAD) network for confidence
estimation

IAD for better TCP prediction Separate correct and incorrect
model predictions using the TCP
metric

Adomavicius and Wang [30] Meta model for predicting the
absolute prediction error of the
base model

Model reliability for individual
prediction

Meta model to estimate the
prediction error of the base
model

Zhang and Bose [29] Development of model reliability
measure for individual prediction

Meta model for predicting model
reliability specific to individual
prediction

Develop better reliability
indicator for informed failure
prediction

Zhu et al [65, 96] Flat minima for reliable
confidence estimation

Model training and learning
algorithm

Enlarge the confidence gap
between correctly and
incorrectly classified samples

Zhu et al [97] Generate synthetic data via linear
interpolation to reinforce the
signal of misclassified samples

Training data augmentation Augment the signal of
misclassified samples to increase
the exposure of low-density
region

Rabanser et al [98] Use the agreement of the
predictions between intermediate
models and final model
prediction as a means for failure
prediction

Training dynamics Correct neural network
predictions exhibit better
agreement with the final
prediction label and vice versa

Liu et al [99] Steer the latent space
representations to enhance the
stability of vision features during
model inference

Causes to hallucinations of VLM Reduce the sensitivity of textual
encoder to vision inputs by
enhancing the stability of vision
features

Table 2 summarizes the engineering mechanisms of exist-
ing methods for failure prediction of deep neural networks. As
can be seen, most methods focus on establishing informative
confidence indicators for failure predictions of neural net-
works. A limited number of methods have attempted to
identify cues and precursors signaling failures of neural net-
work at its predictions. For example, Rabanser et al [98]
examined the training dynamics of neural network and dis-
covered that the neural network prediction failures tended to
exhibit a high prediction instability across intermediate model
states obtained during model training. A few methods con-
centrate on improving the learning and training algorithms
to enhance the discrimination capability of confidence estim-
ate. From the information in table 2, we notice that predicting
neural network failures is still in its early stages of develop-
ment. Yet the literature still lacks a comprehensive and holistic
method for reliable failure predictions of neural networks.

3.3. Learning with abstention

Another prevalent strategy to build models that recognize their
own limitations is through learning with abstention (or known
as selective prediction). In fact, the concept of learning with a
reject option was already investigated by Chow over 60 years
ago [104, 105]. In the literature, there are two popular means
to implement learning with rejection: designing a cost func-
tion that assigns varying costs to different types of errors (e.g.

wrong predictions, abstention) to encourage neural network
to learn when to abstain; developing a learnable function to
serve as proxies of confidence estimation for model absten-
tion. Regardless of differences in the technical details, these
methods are devised to allow the model to refrain from mak-
ing predictions whenever they are not sufficiently confident in
their predictions.

3.3.1. Cost-sensitive machine learning. Cost function-
based approaches for learning with abstention, also known as
cost-sensitive machine learning, assign varying costs to dif-
ferent types of errors [106–108]. These assigned costs rep-
resent the penalties attributed to each rejected and misclas-
sified sample, as well as the gain associated with each cor-
rectly classified sample. Note that incorrect predictions are
often assigned a higher cost than abstention. By designing the
cost matrix in this way, we aim to encourage the model to
abstain when a particular input is difficult to classify, rather
than forcing it to make inaccurate prediction. After the cost
matrix is designed, deep learning models are trained to min-
imize the expected overall cost by optimizing when to refrain
from making predictions, when to make predictions. Along
this direction, De Stefano et al [109] were among the first few
to investigate learning with rejection in the context of neural
networks, and developed an effectiveness function to meas-
ure the utility of the reject option tailored to a considered
application domain. Charoenphakde et al [110] proposed a
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surrogate loss-based approach to learn an ensemble of cost-
sensitive classifiers to approach multi-class classification with
rejection. Nguyen and Hullermeier [111] developed a formal
framework for multi-label classification with partial absten-
tion by extending an underlying multi-label classification loss
function to accommodate abstention in the learner. Kalai and
Kanade [112] developed an approach for optimally abstaining
in classification and regression in the transductive setting to
avoid making predictions on ‘blind spot’ due to distributional
shift or adversarial examples.

3.3.2. Selective prediction. Another way to implement
learning with a reject option is to integrate the learning of
an abstention function into the standard training workflow of
neural network. The trained abstention function is then used
to inform when to accept or defer neural network predictions.
Typically, we add a binary classifier in the output layer of
neural network to indicate whether to abstain or not. Along this
direction, Geifman and El-Yaniv [113] proposed to construct
a selective classifier (f, g) that would guarantee a desired error
rate with a high probability, where f was the standard neural
network classifier and gwas a rejection function built upon the
softmax response or prediction uncertainty estimated by MC
dropout. To combat label noise, Thulasidasan et al [114, 115]
extended the standard cross-entropy training loss to accom-
modate the abstention option. The incorporation of abstention
allows neural network to abstain on confusing samples while
continuing to learn and improve its classification performance
on the non-abstained samples. Subsequently, Geifman and El-
Yaniv [116] developed SelectiveNet, a multi-headed neural
network for end-to-end learning of classification (or regres-
sion) and rejection simultaneously to satisfy a required cov-
erage. Recently, Guo et al [117] curated a challenging UNK-
VQA dataset to probe the capability of several multi-modal
visual question answering (VQA) large models in refraining
from answering questions that cannot be answered or were
beyond their scope of knowledge. To address this problem,
they developed a selective classifier with an integrated con-
fidence function to control the overall model prediction versus
abstention level.

Clearly, cost function-based machine learning and learn-
ing with an integrated reject option represent two different
engineering mechanisms for implementing abstention in the
neural network. The former uses a cost function to steer neural
network in learning when to abstain or make predictions.
In contrast, the latter incorporates the abstention option dir-
ectly into the learning process and aims to strike a balance
between model coverage and model risk. Table 3 summar-
izes existing engineering strategies for learning with absten-
tions. It can be observed that most cost-sensitive learning
methods focus on establishing optimal rejection rules for a
variety of use scenarios, either through analytical approaches
or by using customized loss functions. Unlike cost-sensitive
learning methods, selective prediction seeks to integrate the
learning of abstention and classification using a specialized

neural network architecture for bounding model risk. Despite
their difference, these two engineering paradigms target for
reducing model risk by abstaining from difficult samples for
approaching functionally reliable AI systems.

3.4. Formal verification of neural networks

Formal methods refers to a class of logic and mathemat-
ics techniques, including model checking, deductive verific-
ation, integer programming, to provide a rigorous guaran-
tee about the correctness of computer software [118–121].
Formal verification of a neural network is the process of math-
ematically proving (or finding a counterexample to) a spe-
cified property (such as safety or robustness) for all possible
inputs within a given domain. Formal verification is often a
must step towards satisfying the stringent safety assurance
requirementsmandated by international standards for software
embedded in mission-critical systems, such as AI-based dia-
gnosis, autonomous driving, aircraft auto-piloting. Since veri-
fying the properties of neural networks formally is a challen-
ging task, existing studies attempt to explore the verification
of neural network via simplification and approximations. By
formally verifying the behavior of neural network, we hope
to prove that neural networks have some desired properties
and behavior in robustness, safety, and correctness we can
formally trust.

In the case of a simple binary classification, consider an
input x0, assume f (x0)> 0, robustness verification of neural
network is defined as verifying the property of f (x)> 0, ∀x ∈
C, where C :=

{
x|∥x− x0∥p ⩽ ϵ

}
is a lp norm ball defining

a perturbation set around x. Ideally, we hope that a small per-
turbation to the input x0 should not result in changes to the out-
put of the neural network. This is why it is important to equip
neural networks with the robustness property. In essence, the
idea of formal verification is to encode the neural network
and the property we are interested in verifying as a formal
statement, using integer linear programming (ILP), satisfiab-
ility modulo theory (SMT) or Boolean satisfiability problem
(SAT). Take SMT as an example. It is a set of concrete tools,
automated theorem provers that extend the SAT to more com-
plex formulas involving real numbers, integers, and/or various
data structures, and apply specialized decision procedures to
answer the question ‘is this formula ever true?’. In practice,
an SMT solver can encode a neural network’s arithmetic as
logical constraints and attempt to find an input that violates
the property (a counterexample). Besides robustness, formal
verification can also target other properties of neural network,
such as safety, correctness. For instance, we can formally
verify neural network’s compliance with application-specific
safety constraints (e.g. a robot arm never enters an unsafe
region), monotonicity or fairness properties, or bounded error
in regression outputs, depending on the specification.

As formally verifying the properties of ReLU neural
networks involving non-convex constraints is NP-complete,
extant studies have explored the verification of neural
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Table 3. Comparisons of learning with abstention methods.

Category Literature Method Mechanism

Cost-sensitive learning
methods

Chow [104, 105] Analytical solution to establish
optimum rejection rule

Strike a tradeoff relation between
model error and rejection for
Bayes optimum classifier

De Stefano et al [109] Defined an effectiveness
function to measure the utility of
abstention in neural networks

Uncover root cause of
low-reliability predictions and
establish customized optimal
thresholds for abstention in each
case

Charoenphakde et al [110] Develop a surrogate loss for
cost-sensitive learning approach
for classification with rejection

Establish an optimal rejection
rule for multi-class classification

Nguyen and Hullermeier [111] Partial abstention for multi-label
classification

Extend the classification loss
function to accommodate the
abstention option for partial
rejection

Kalai and Kanade [112] Transductive algorithm for
abstaining from prediction with
OOD test examples

Information-theoretic
formulation for model abstention
in the presence of adversarial test
examples and covariate shift

Selective prediction Geifman and El-Yaniv [113] Selective classifier for
guaranteed risk control

Learning of selective classifier
for guaranteed risk control

Thulasidasan et al [114, 115] Deep abstaining classifier for
robust learning in the presence of
label noise

Extend cross-entropy loss for
incorporating the learning of
abstaining on noisy data

Geifman and El-Yaniv [116] SelectiveNet for integrated
learning of abstention and
classification

Customized neural network
architecture and loss function for
integrated learning of
classification and abstention

Guo et al [117] Dedicated dataset for probing the
abstention ability of foundational
VQA model

Apply selective prediction in the
context of large VQA model

networks via simplifications and linear relaxations to approx-
imate neural network’s decision boundary [126–128]. For
example, Pulina et al [122] combined counterexample-
triggered abstraction refinement with SMT to verify the safety
of multi-layer perceptron, but the developed method was lim-
ited to small-size neural networks. To simplify formal veri-
fication, many studies consider networks with nodes having
piecewise linear activation functions as they are more amen-
able to formal verification. For example, Huang et al [123] pro-
posed an automated verification framework for feed-forward
multi-layer neural networks based on SMT, where the nodes
of neural networks were assumed to have piecewise lin-
ear activation functions. Ehlers [118] considered the type of
feed-forward neural network with piece-wise linear activa-
tion functions and generated a linear approximation of the
overall network behavior that can be added to SMT or ILP
instances for encoding neural network verification problems.
Wang et al [129] developed Neurify to efficiently verify the
safety properties of neural networks and identified concrete
counterexamples to demonstrate the violations of safety prop-
erties. Sun et al [124] utilized a satisfiability modulo convex
encoding to list the possible assignments of different ReLUs to
verify the safety of a NN controller in yielding control actions

for an autonomous robot. Venzke and Chatzivasileiadis [125]
proposed the first framework based upon mixed-ILP to build
formal guarantees of neural network behavior for power sys-
tem applications, and they formally proved that no adversarial
examples can exist for a continuous range of neural network
inputs. For a thorough survey on formal methods applied to
deep learning, refer to Urban and Miné [130].

Table 4 summarizes formal verification methods for neural
networks in the literature. Due to the lack of a widely accep-
ted, accurate, and scalablemathematical specification for char-
acterizing the behavior of neural network, existing studies
often focus on verifying neural networks against simple input–
output specifications by making certain assumptions on the
activation functions. Importantly, these formal verification
methods are only applicable to small-scale neural network
with simplified network architecture and task-specific func-
tions. Yet no method has been developed to formally verify the
behavior of large-scale neural network (e.g. foundationmodels
with versatile functions) up to now. Nevertheless, formal veri-
fication contributes to AI reliability by providing strong guar-
antees of performance within specified conditions, thereby
addressing certain failure modes that testing or probabilistic
methods might miss.
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Table 4. Comparisons of formal verification methods for neural network.

Literature Method Assumption Mechanism

Pulina
et al [122]

Abstractions of multi-layer
perceptrons to corresponding
Boolean combinations of linear
arithmetic constraints

The activation function of the
hidden layer neurons follows the
logistic function

Generate spurious
counterexamples to automate the
correction of misbehaviors of
abstracted MLP representations

Huang
et al [123]

SMT-based automated verification
framework for feed-forward
multi-layer neural networks in
image classification

Local semantic constancy,
invariance under defined
manipulations, sufficiency of
discretisation, and soundness of
propagation.

SMT-based search of adversarial
examples by discretization

Ehlers [118] A global linear approximation of
the overall network behavior that
can be added to SMT or integer
linear programming instances
encoding neural network
verification problems

Nodes follow piece-wise linear
activation, linear/convex
specifications over network inputs
and outputs and known input
bounds.

Linear approximation of the
overall neural network behavior

Sun et al [124] Formal verification of the safety
of an autonomous robot equipped
with a neural network controller
for processing LiDAR images to
produce control actions

Linear robot dynamics,
environment is polytopic,
ReLU-only neural networks as
controller, and a fixed LiDAR
heading.

A finite state abstraction of the
system and standard reachability
analysis over the finite state
abstraction to compute the set of
safe initial states

Venzke and
Chatzivasileiadis
[125]

Mixed-integer linear
programming for formal guarantee
of neural network behavior in
power system applications

ReLU is selected as the activation
function in the neural network

Reformulation of ReLU as a
mixed-integer program

3.5. Knowledge-enabled AI

Although deep learning exhibits a promising performance,
the purely data-driven model might suffer from poor gener-
alization and generates predictions violating well-established
knowledge (e.g. physical laws, guidelines). To address these
problems, researchers have explored to integrate prior know-
ledge in various forms, such as differential equations, logic
rules, algebraic equations, causal graphs, knowledge graphs,
into the learning process of neural networks to guide its train-
ing [131]. Integration of domain knowledge serves to induce
neural networks to learn the right representations for reasoning
and decision making. In essence, the injected domain know-
ledge serves as inductive biases on top of the observational
ones to regularize the learning of neural network. The combin-
ation of model parameters leading to predictions violating the
well-established domain knowledge are often penalized during
the model training. In this section, we take physics-informed
neural network (PINN) and causality-informed neural net-
work as two examples to illustrate the knowledge-enabled AI
paradigm.

PINN is a representative example of the knowledge-
enabled AI computational paradigm as it encodes mathemat-
ical physics models into neural network [132, 133]. Given the
broad scope of physics knowledge, there are various means
to incorporate physics knowledge into neural network, such
as physics-based constraints, loss function, PINN architec-
ture. In most PINN studies [134–136], physics-based loss
terms are formulated to characterize the losses associated with
the initial and boundary conditions of PDE as well as the

residual of approximating PDE equations. In addition to the
loss function-based approach, there are also other means to
inject physics into the learning systems [137], such as data
augmentation, transfer learning, delta learning. For example,
in data augmentation, synthetic data extracted from first-
principle simulations representing physical knowledge is com-
bined with actual observation data to build an augmented data-
set to train deep learning models. Besides, physics knowledge
has also been utilized to inform the architecture design of
neural networks. This line of research seeks to incorporate the
physics properties into nodes or layers of neural networks to
make the black-box algorithm more interpretable and gener-
alizable. In other words, by associating neurons/layers with
physical equations, we aim to ensure that these nodes and lay-
ers generate physically consistent results in the neural net-
work. For example, Yucesan et al [138] combined estima-
tion of bearing fatigue damage increment through physics-
informed kernels with estimation of grease damage incre-
ment through a multi-layer perceptron to characterize bearing
fatigue and grease damage accumulation.

Similarly, there have been extensive studies exploring the
utilization of causal knowledge to inform the learning of
neural network [139]. For example, Kyono et al [140] pro-
posed to leverage causal directed graph learning as an auxil-
iary task to regularize the training of neural network. In fact,
the joint learning of causal directed graph learning embedded
in neural network training acts as a feature selection regular-
izer to shrink the weights of non-causal predictors, thereby
facilitating the discovery and reliance towards causal predict-
ors. Teshima et al [141] developed a model-agnostic data
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Table 5. Comparisons of knowledge-enabled AI methods.

Literature Method Assumption Mechanism

Karniadakis et al [132] Physics-informed neural network Physical equations characterizing
the behavior of the system of
interest are available

Encode governing laws in the
form of physical equations (e.g.
PDE, ODE) into the loss function
of neural network

de Beaulieu et al [148] Physics-informed degraded data
augmentation

Physics of failures about the
system are known

Generate additional data
mimicking physics of failures to
enhance model training

Kapusuzoglu and
Mahadevan [149]

Pretraining of ML model using
physics-informed synthetic data

Physical simulation is available Use physics-informed synthetic
data to first train the ML model
and update it with experimental
data

Kyono et al [140] Causal DAG-regularized loss
function

Causal DAG follows linear
relationships

Induce neural network to focus on
learning with stable and
meaningful causal predictors

Teshima et al [141] Augment the training data based
on conditional independence in
causal graph for supervised
machine learning

Conditional independence in
causal graph is available

Augment training data with
samples representing conditional
independence in the causal graph

Kancheti et al [142] Domain prior on causal
relationships

Prior knowledge on causal
relationship is known and stable

Incorporate domain prior as a
regularizer in the learning of
neural network

Zhai et al [146] Learn causal DAG from
observational data

Causal relationships are linear in
the DAG

Learning with causal feature
representation in graph neural
network for click-through rate
prediction

augmentation method to leverage causal prior knowledge of
conditional independence relations encoded in a causal graph
to improve the generalization of machine learning models.
Kancheti et al [142] proposed a regularization method to align
the learned causal effects of a neural network with domain pri-
ors, including both direct and total causal effects, for enhan-
cing the model robustness and accuracy when dealing with
noisy data. Wen et al [143] considered inter-variable causal
relations and developed a causally-aware generator with a
tailored architecture to generate synthetic data that can capture
target data distribution more accurately. Cui et al [144, 145]
formulated a stable learning paradigm in an attempt to estab-
lish a common ground between causal inference and machine
learning for enhancing model generalization in unseen envir-
onments. Zhai et al [146] developed a causality-based click-
through rate prediction model in the graph neural networks
(GNNs) framework, where causal relationships among field
features were discovered and retained in GNNs via a struc-
tured representation learning approach. Recently, Berrevoets
et al [147] outlined the roadmap for the development of causal
deep learning framework spanning structural, parametric, and
temporal dimensions to unlock its potential in solving real-
world problems.

The preceding two paragraphs illustrate how physical and
causal knowledge can be integrated into neural networks
and their role in enhancing the generalization and reliabil-
ity of AI algorithm. Table 5 summarizes several knowledge-
enabled AI methods in the literature. It can be observed that
knowledge is manifested in various forms, such as differen-
tial equations, conditional independence, causal relationships,

causal effect. Existing studies have used domain knowledge
to regularize the learning process of neural network by either
changing the loss function or generating synthetic data rep-
resenting the prior knowledge. Incorporating domain know-
ledge undoubtedly improves the stability of neural network
in performance. However, current engineering practices can-
not ensure that the neural network consistently adheres to the
established domain knowledge. Additional research is needed
to provide provable guarantees of compliance with domain
knowledge.

Note that our coverage on knowledge-enabled AI is not
intended to be exhaustive; rather, it aims to establish the con-
nection between knowledge-enabled AI and AI reliability.
Importantly, in addition to integrating domain knowledge into
AI models to enhance their generalization, domain knowledge
can also be utilized to empirically evaluate the reliability of
AI systems. Established domain knowledge could be lever-
aged to inform the design of a suite of targeted test cases
(e.g. edge cases, corner cases, boundary conditions, design
of experiments) for assessing the reliability of AI systems in
the intended operating environment and evaluating their com-
pliance with safety and reliability standards and certification
requirements. For example, Hager et al [19] created a curated
dataset based on the Medical Information Mart for Intensive
Care (MIMIC-IV) database spanning 2400 real patient cases
and four common abdominal pathologies to evaluate the com-
pliance of LLMs with diagnostic and treatment guidelines
in medical practice. These test cases informed by domain
knowledge will provide evidence of the reliability of the AI
model in different contexts and offer insights on the direction
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to improve AI reliability. Pei et al [150] incorporated cus-
tom domain-specific constraints to generate valid and realistic
instances for systematically testing and exposing erroneous
corner case behaviors of real-world deep learning systems.

4. Research challenges and opportunities

As previously discussed, the fields of reliability engineering,
risk management, and trustworthiness assurance for AI sys-
tems are still in their infancy. However, there is a rapidly grow-
ing demand for understanding the behavior of AI models, such
as how AI model performance degrades, how AI model exhib-
its behavior that is physically inconsistent or implausible, how
AI model leads to mishap events. Understanding the failure
modes of AI models is crucial to the subsequent development
of fault diagnosis and model revision methods for preventing
the recurrence of the same error in the future. In this section,
we highlight several research challenges in the study of reliab-
ility engineering and trustworthiness assurance for AI systems.

(i) Unclear failure modes. To the best of our knowledge,
we still do not fully understand when a well-trained
AI model will fail and how it produces erroneous pre-
dictions. The lack of clear understanding on the fail-
ure mechanisms of AI have become as a major roadb-
lock to the progressive development of reliable AI sys-
tems in the long run. Traditionally, when encountering a
bug in the software systems, developers address the issue
by directly troubleshooting and correcting the source
codes. However, in the context of AI systems, tradi-
tional software debugging methods are no longer applic-
able because the logic within AI models is not expli-
citly programmed but learned from data. Furthermore,
with millions or even billions of parameters, it is chal-
lenging to pinpoint which neurons are responsible for the
erroneous behavior, let alone determine which paramet-
ers need adjustment when the model makes a mistake.
Although data augmentation or model retraining can be
used to fix some errors, retraining is unfortunately expens-
ive and time-consuming while they provide no guarantee
on fixing the misbehavior of AI model.

One possible remedy is to employ explainable AI
(XAI) methods in the literature [31, 151, 152], such as
LIME [39], Shapley Value [153], saliency map [154,
155], to uncover the reasoning process of AI models
for the purpose of diagnosing and troubleshooting AI
system misbehavior. Unfortunately, XAI is often per-
formed on an instance-by-instance basis [156, 157].
While this approach offers valuable insights tailored to
individual cases or scenarios, instance-level XAI does not
provide a comprehensive understanding of model-level
behavior while such analytics are essential for effective
troubleshooting. More importantly, XAI are not stand-
ardized or consistent across cases, this in turn limits the
development of advanced tools for automating model dia-
gnosis and troubleshooting with XAI. Furthermore, many

existing XAI techniques are designed primarily to elu-
cidate the decision-making process of AI models, often
focusing on explanation for its own sake. However, the
explanations they provide may not accurately reflect the
true reasoning mechanisms of the original model. Even
if we set these issues aside, XAI still needs significant
development to identify the specific neurons responsible
for the surfaced misbehavior of the AI systems. Right
now, we still lack a comprehensive understanding of how
neurons orchestrate within neural networks, making it
even more challenging to locate the root causes of model
misbehavior.

(ii) No theoretical guarantee on the performance of
detecting input data breaking i.i.d condition in the
open world. As environment plays a crucial role in the
reliability engineering of AI models, there is currently
no method with a provable performance guarantee on the
detection of input data violating i.i.d. that is foundational
to deep learning. The lack of guarantee on the validity of
the deployment environment poses a significant risk for
AI systems to function reliably in practice. While formal
methods offer provable guarantee on the robustness of
neural network, they are restricted to small-size neural
network by introducing relaxations on the activation func-
tions of neural network. Since the deep learning model
is built upon the i.i.d. foundation, the resulting model is
limited in its capability to handle inputs from a distribu-
tion different than the training data. The unknown situ-
ations (e.g. OOD; covariate shift) arising from the model
input pose huge risks and might lead the model to behave
unexpectedly. As both dataset shift and OOD data funda-
mentally breaks the i.i.d condition crucial for the reliable
operation of AI systems, these AI models often experi-
ence severe performance degradation and generate mis-
leading predictions when dealing with these data differ-
ent from the training data. Although some progress has
been made to detect input data breaking the i.i.d. con-
dition, there is no theoretical guarantee on the perform-
ance of these methods in detecting the unsafe input data.
Therefore, how to create a valid environment for AI mod-
els to operate safely and reliably remains an open issue to
be addressed.

(iii) Lack of an ecosystem for the progressive development
of reliable AI. When an AI model exhibits misleading
behavior, we often take a piecemeal approach to fix the
misleading behavior by either model retraining or data
augmentation. Although there are already quite a num-
ber of studies on interpretable or XAI, most of these
studies concentrate on visualizing the saliency map for
associating the model prediction with the correspond-
ing evidence in the input data while they provide lim-
ited value in uncovering the layer-by-layer reasoning pro-
cess of neural network [158–160]. To the best of our
knowledge, a holistic approach is still lacking in the lit-
erature for the progressive development of reliable AI.
How to develop a comprehensive ecosystem to provide
one-stop service for reliability-related analysis, including
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model behavior analysis, misbehavior attribution, model
reliability analysis, blind spot identification, fault dia-
gnosis, model update, model editing, training data prob-
ing, is highly important to the sustainable development
of reliable and trustworthy AI in the long term. In addi-
tion, it is also important to create benchmark datasets to
facilitate reliability studies and model development along
these fronts. Establishment of relevant methods and data
for benchmark purpose will foster the creation of a grow-
ing research environment and community for reliability
studies of AI.

These research challenges also present valuable opportunit-
ies to researchers in the filed of computer science, data science,
statistics, as well as reliability and risk engineering. Since
there is an urgent need for developing reliability modeling
and trustworthiness assurance methods that address the unique
characteristics of AI-related risks, there are plenty of oppor-
tunities along the development of reliable and trustworthy AI.
Researchers could contribute to the development of reliable
and trustworthy AI from the following aspects:

(i) Development of an effective and scalable framework
for troubleshooting and model revision to progress-
ively enhance the performance of AI systems. A major
obstacle to the progressive development of reliable and
trustworthy AI is the lack of a mature framework for
diagnosing the system’s performance and correcting the
model/data error when the system behaves erroneously.
In reliability engineering, numerous methods have been
developed to diagnose the faults over a wide range
of advanced equipment and complex engineering sys-
tems, such as aircraft, nuclear power plant, helicopter,
power grid. It is worthwhile to explore how we can
exploit existing techniques in fault diagnosis, such as
fault detection, fault isolation, fault identification, root
cause analysis, fault evaluation, corrective actions, and
apply troubleshooting techniques accumulated from tra-
ditional engineering systems to understanding and ana-
lyzing the behavior of AI-powered intelligent systems.
In this regard, existing fault diagnosis methods need to
be strengthened in efficiency and scalability to deal with
the high-dimensional state space and massive number of
parameters of AI systems. For example, how to imple-
ment and scale up Bayesian methods for troubleshoot-
ing the behavior of deep neural network. In addition,
once the specific model parameters that need adjustment
when the model makes a mistake are accurately iden-
tified, the next important step is to develop methods to
update AI models in a way that is not as computationally
expensive as training a new model from scratch. This is
particularly important for LLMs as they require regular
updates to stay current with the latest world knowledge.
If we could develop a mature fault diagnosis and model
revision method, we can improve the performance of AI
model by fixing its errors and reducing its ‘blind spot’
step by step. Importantly, it is crucial to study measures
to ensure that the fixed model will not commit the same

error again in the future. By establishing such a progress-
ive development scheme, we could gradually improve the
reliability of AI models by lowering its error rate over
time.

(ii) Development of holistic methods for creating reliable
and trustworthy AI systems. Existing studies focus on a
particular aspect of AI reliability, such as OOD detection,
dataset shift; model uncertainty; integration of domain
knowledge into neural network; data-centric AI. Clearly,
a holistic approach is still missing for combining the col-
lective strength of existing methods to form a compre-
hensive solution for safeguarding AI as a whole after
its deployment in the open world. Given that no exist-
ing method can provide a theoretical guarantee of data
or model trustworthiness in an open-world setting, it is
valuable to apply reliability principles by combining sev-
eral weak models to achieve a desired level of reliabil-
ity, with each model complementing the strengths of the
others. Importantly, this concept can also be expanded
to leverage multiple AI agents or AI models with vary-
ing capabilities working collaboratively to achieve reli-
able and trustworthy AI. The collaborative approach is
anticipated to harness complementarity-driven deferral by
routing cases to the most suitable AI agent or model for
dependable inference and reasoning, thereby leveraging
their combined strengths and mitigating the blind spots
of individual models.

Importantly, since data trustworthiness and model
trustworthiness are coupled in a way that is not fully
understood yet, it is valuable to perform in-depth investig-
ations for uncovering their coupling relationships, such as
analyzing the impact of untrustworthy data on the model
trustworthiness, how to distinguish the effects on AI sys-
tems resulting from data trustworthiness versus model
trustworthiness, methods for attributing erroneous predic-
tions from AI systems to data and model. As discussed
by Liang et al [40], creating appropriate data pipelines
has become a major bottleneck in developing trustworthy
AI algorithms due to the increasing maturity of model-
building techniques. Noways, the role of data in train-
ing or evaluating AI is often sparsely discussed in the
literature. Yet we lack a systematic approach to assess
the impact of data cleaning, synthesizing, annotating, and
valuing on creating reliable and trustworthy AI. Besides,
in the case that if we have amodule to detect AI’s potential
failures, it is helpful to embed safety-preserving fallback
mechanism that is independent of AI model for staying
on the safe side in critical applications [161].

(iii) Development of resilient AI systems via efficient soft-
ware testing and continuous human-AI collabora-
tions.AlthoughAI systems can be very accurate for a spe-
cific task, it cannot be perfect (i.e. 100% correct). In other
words, mistakes from AI systems are inevitable. In this
circumstance, the key challenge lies in how to respond if
the underlying AI system malfunctions. Addressing this
challenge boils down to answering two important ques-
tions: under what scenarios that (or when to anticipate)
the AI system is likely to be incorrect and what actions to
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take if the AI system malfunctions. Application-specific
domain knowledge and established testing methods in
software development could be leveraged to design a
comprehensive suite of test cases that efficiently and scal-
ably expose the vulnerability of the underlying AI sys-
tems such as undetected OOD data and incorrect predic-
tions on in-distribution input data. These identified fail-
ure cases or detected blind spots can then be stored in
a database for future query and reference. During model
deployment, if the AI system encounters inputs with char-
acteristics similar to those in the database, these cases can
either be deferred to human for further judgment or routed
to backup systems capable of reliably handling these
cases to ensure safety. This concept is similar to retrieval
augmented generation (RAG) used in LLMs. Essentially,
RAG reduces hallucinations of LLMs and bolsters the AI
system resilience through external augmentation [162]. In
other words, instead of solely relying on AI systems to
process all types of inputs, we can enhance their reliab-
ility by selectively handling certain cases differently. By
establishing customized safety guardrails to manage the
blind spots of AI systems, we will significantly enhance
the resilience of the AI-powered intelligent systems by
anticipating potential failure scenarios before they occur.
In addition, the enumerated failure cases can be further
analyzed to understand why the trained AI systems fail
when handling them, thus providing directions for the fur-
ther improvement of AI system performance.

5. Conclusion

In this paper, we contextualize reliability engineering for AI
systems and highlight the unique characteristics in the risks
associated with AI. Since the risks pertaining to AI have their
unique characteristics, traditional reliability modeling and risk
management methods fundamentally lose their efficiency in
characterizing and modeling AI system’s risk. Hence, there
is a pressing need for developing reliability engineering and
risk management approaches that are dedicated to AI sys-
tems. In this paper, we systematically review several preval-
ent strategies in the extant literature to approach reliable and
trustworthy AI, includingUQ, failure prediction, learning with
abstention, formal verification, and knowledge-enabled AI.
Despite these rapid progress, the literature still lacks a com-
prehensive approach to support systematic reliability-oriented
researches and studies surrounding AI systems ranging from
misbehavior diagnosis to model editing. To tackle this prob-
lem, we elaborate on several research challenges in the reli-
ability study of AI systems, and outline possible research
opportunities that reliability researchers could contribute to
this research topic with pivotal importance. We hope that this
work will motivate researchers to develop rigorous methods to
manage the diverse sources of risks for creating reliable and
trustworthy AI systems such that we could use AI to empower
critical applications in an responsible and orderly manner.

Note that this review paper primarily focuses on AI systems
in the realm of supervised learning and has not considered

more challenging reliability problems that might arise when
AI systems interact with other modules within an application.
For example, how the AI-powered autonomous driving sys-
tem is compromised when onboard sensor feeding AI sys-
tems malfunctions, how the prediction error of AI systems
propagates, affects the precision of control actions, and leads
to an undesirable self-driving experience. In addition, even
though we could establish an objective reliable AI systems, AI
trustworthiness also involves user perceptions, transparency,
and interpretability. This review paper has not considered
how end-users, particularly in high-stakes settings, interact
with AI systems and perceive the established AI system reli-
ability. Human-in-the-loop experimental study is needed for
ensuring the alignment between human confidence and AI
reliability.
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